Method for transmitting user identification data to a wireless communi- 
cation device 

'^he present invention relates to a method for transmitting user identifi- 
5 cation data to a wireless communication device, in which method said 
user data are stored in a user data identification module, wherein in 
connection with starting up of the wireless communication device, the 
user data stored in said user data identification module are examined, 
to find out the access rights of the user of the wireless communication 

10 device. The invention also relates to a user data identification module 
which comprises means for storing user data and means for transmis- 
sion of user data to a wireless communication device, the wireless 
communication device comprising means for receiving user data and 
means for examining the user data to find out the access rights of the 

15 user of the wireless communication device. Furthermore, the invention 
relates to a wireless communication device which comprises means for 
receiving user data stored in a user data identification module and 
means for examining the user data to find out the access rights of the 
user of the wireless communication device. 

^The use of some electronic devices requires the identification of the 
user before the functions of the electronic device are activated. For 
example in mobile stations, such as GSM mobile stations and UMTS 
mobile stations, a so-called SIM card (Subscriber Identity Module) is 

25 used, which is placed in a connector set for this purpose in the mobile 
station. This SIM card is typically arranged in a card format, and it has 
the necessary connector pins for supplying the operating voltage to the 
SIM card as well as for transferring information between the SIM card 
and the mobile station. This SIM card contains stored user identification 

30 data, such as an international mobile subscriber identifier (IMSI), a per- 
sonal identity number (PIN) and a personal unlocking key (PUK). Fur- 
thermore, the SIM card may contain a stored telephone number e.g. for 
addressing the debiting of calls to the correct user. Part of these identi- 
fication data are stored in the memory means of the SIM card in such a 

35 way that the user cannot modify them. On the other hand, the personal 
identity number, i.e. the PIN code, is arranged to be changeable by the 
user. In mobile stations of prior art, this card containing the SIM card 
must be connected to the mobile station before the mobile station can 


be used for calls. In some cases, it is only possible to call emergency 
numbers without the SIM card. In addition that the SIM card is con- 
nected to the mobile station, the user must select his/her personal 
identity number with the keypad of the mobile station, after which the 
5 mobile station operates normally, presupposing that the PIN code was 
selected correctly. 

In mobile stations of prior art, this connector for the SIM card is 
arranged inside the mobile station or in a separate reading device, 

10 wherein the SIM card is placed in this reading device and the reading 
device is connected via a cable to the mobile station. In such mobile 
stations in which the connector of the SIM card is arranged inside the 
mobile station, the connector is typically placed in such a way that the 
insertion and removal of the SIM card requires that the battery is re- 

15 moved from the mobile station. However, the user may have several 
mobile stations which he/she wishes to use even simultaneously. Con- 
sequently, the use of different mobile stations requires even the pur- 
chase of several SIM cards and simultaneously also the purchase of 
several mobile subscriptions, or the change of the SIM card to the 

20 mobile station which the user wishes to use each time. It is often not 
reasonable to purchase several SIM cards e.g. for the reason that the 
user must then pay maintenance and other costs for several mobile 
subscriptions. Moreover, it is also difficult to change the SIM card from 
one mobile station to another mobile station, because the mobile sta- 

25 tions must then be closed and the battery must be removed before the 
SIM card can be removed from one mobile stations and be transferred 
to the other mobile station. Furthermore, this alternative does not make 
it possible to use the mobile stations simultaneously. 

30 SIM cards presently in use are arranged to be such that they can be 
used either as cards of credit-card size or as cards with a considerably 
smaller size, approximately 1 .5 cm^. In this case, also the SIM card 
connector of the mobile station is arranged to be suitable for connecting 
either a card of credit-card size or said smaller card. A problem with 

35 particularly the SIM card of credit-card size but also with the smaller 
SIM card is that it sets restrictions on reducing the size of the mobile 
station. On the other hand, it is a drawback with the smaller SIM card 


size that the handling of such a SIM card is difficult, and it may be 
easily lost. 

One drawback in the external SIM card connection of prior art is that it 
5 requires the arrangement of a wiring between the SIM card reading 
device and the mobile station. Also this solution is not suitable in situa- 
tions in which the user would like to use two or more mobile stations 
simultaneously. Furthermore, the user should in each mobile station 
have means for connecting an external SIM card reading device to the 
10 mobile station. 

It is an aim of the present invention to provide a method and device for 
transmitting user identification data to the wireless communication 
device. The invention is based on the idea that a wireless data trans- 

15 mission connection Is arranged between an identification module and 
the wireless communication device, wherein this wireless data trans- 
mission connection is used to transmit information required in identify- 
ing the user. The method according to the present invention is charac- 
terized in that the user identification are transmitted at least partly in a 

20 wireless manner from the user data identification module to the wireless 
communication device. The user data identification module according to 
the present invention is characterized in that said means for transmit- 
ting user data comprise wireless communication means. The wireless 
communication device according to the present invention is character- 

25 ized in that said means for receiving user data comprise wireless com- 
munication means. 

The present invention has considerable advantages to methods and 
devices of prior art. By using a wireless data transmission connection 

30 between an identification module and a wireless communication device, 
the identification module and the connecting means required for Its 
connection can be arranged as a separate unit, wherein it does not 
necessarily need to be located inside the wireless communication 
device. Thus, the size of the wireless communication device can be 

35 reduced. Furthermore, this arrangement makes It possible that more 
than one wireless communication device can simultaneously read the 
user Identification data from the identification module, wherein the user 
can use these different wireless communication devices even simulta- 
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neously. With the arrangement according to the invention, it is also 
possible to avoid difficult transfer of the identification module from one 
wireless communication device to another wireless communication 
device. Thus, the user can easily take another wireless communication 
5 device into his/her use. 

Furthermore, by the arrangement according to the invention, it is also 
possible to prevent unauthorized use of a wireless communication 
device e.g. in situations in which the wireless communication device is 
10 stolen. Thus, the wireless communication device cannot be used, if the 
identification module is not with the operating range of the local link 
used for transmitting identification data between the wireless 
communication device and the identification module. 

15 In an advantageous embodiment of the invention, the identification 
module is arranged to be worn on the wrist. This gives the advantage 
that the user does not need to worry about carrying the identification 
module, but it is sufficient that this wrist unit is on the user's wrist. Thus, 
this wrist unit can also be used as a key, wherein in connection with 

20 locking of doors, the user is identified from this wrist unit and the door 
can be opened if the user has sufficient rights of passage. Furthermore, 
this wrist unit suits particularly well to be used in systems for surveil- 
lance of working hours. The identification module can also be arranged 
in connection with a wrist watch. Moreover, the identification module or 

25 wrist piece can comprise so-called intelligent card functions, e.g. 
charging and discharging of electronic money, a ticket function, etc. 

'^n the following, the invention will be described in more detail with 
reference to the appended drawings, in which 

30 

Fig. 1 shows the arrangement according to a first embodiment of 
the invention for transmitting user identification data to a 
wireless communication device, 

35 Fig. 2 shows a situation in which two wireless communication 
devices share one identification module, and 


Fig. 3 shows a second preferred embodiment of the invention in 
which the identification module is arranged in the first 
mobile station. 

In the following, the invention will be described by using as an example 
of the wireless communication device 1 a mobile station ME, such as a 
GSM mobile station or a UMTS mobile station, but it is obvious that the 
invention can also be applied in connection with other wireless com- 
munication devices in which user identification is applied. As an exam- 
ple of a user data identification module 2, a SIM card is used, but the 
invention is not limited to the case of SIM card only. 

Figure 1 shows an arrangement according to a first preferred embodi- 
ment of the invention, which comprises a wireless communication 
device 1 and a separate user data identification device 2. Communica- 
tion between the wireless communication device 1 and the user data 
identification device 2 is arranged via a wireless local area link 3. This 
wireless local area link 3 is preferably arranged as a low power radio 
frequency (LPRF) data transmission connection {e.g. Bluetooth tech- 
nology), but it is also possible to apply other known methods, such as 
infrared data transmission. The user data identification device 2 com- 
prises communication means 4 which comprise a transmitter (TX) and a 
receiver (RX) for setting up a data transmission connection to the 
wireless communication device 1. Thus, the wireless communication 
device 1 is provided with corresponding communication means 5 which 
comprise a transmitter and a receiver. The user data identification 
device 2 comprises a control unit 6 for controlling the functions of the 
user data identification device 2. This control unit comprises preferably 
a processor or the like, such as a microcontroller unit (MCU). The con- 
trol unit 6 is connected via a first control and data bus 7 to the commu- 
nication means 4. The user data identification device 2 comprises also 
connecting means 8 for connecting a user data identification module 9 
to the user data identification device 2. Said connecting means 8 are 
arranged in a data transmission connection with the control unit 6 via a 
second control and data bus 10. By means of this second control and 
data bus 10, the control unit 6 can, if necessary, read data from and 
write data in the user data identification module 9. 


The user data identification module 9 can also contain a control unit, 
connecting means and a memory, but these are not presented in the 
appended drawings and they are prior art known to anyone skilled in 
the field. Furthermore, the user data identification module 9 typically 
5 comprises means (not shown) for preventing unauthorized modification 
of information contained in the user data identification module 9. The 
user data identification module 9 can also be implemented in connec- 
tion with the present invention in such a way that it is arranged e.g. in 
connection with the memory means MEM of the control unit 6 in such a 

10 way the data stored therein are non-erasable also when the operating 
voltages are not coupled to the user data identification device 2. In 
addition, these identification data are protected from unauthorized 
modification in a known manner e.g. with program codes formed in the 
application software of the control unit 6. However, the embodiment in 

15 which the user data identification module 9 is a separate card or the like 
has the advantage that in connection with the user data identification 
device 2 of the invention it is possible to use already existing user data 
identification modules 9, such as SIM cards. 

20 In this preferred embodiment, the wireless communication device 1 
comprises a control unit 1 1 for controlling the functions of the wireless 
communication device 1 . This control unit 1 1 is arranged in a data 
transmission connection with the communication means 5 of the wire- 
less communication device via a control and data bus 12. The wireless 

25 communication device 1 also comprises a radio part 13 e.g. for imple- 
menting mobile station functions. The structure and operation of this 
radio part 13 is prior art known to anyone skilled in the art, wherein its 
more detailed discussion is not necessary in this context. Moreover, the 
wireless communication device 1 can comprise connecting means 14 of 

30 the user data identification module, known as such, for connecting the 
user data identification module 9 to the wireless communication 
device 1 . Thus, in the operation of the wireless communication 
device 1 , it is possible in the user identification to use either the user 
data identification module 9 connected to the identification module con- 

35 necting means 14 of the wireless communication device 1, or the user 
data identification device 2 according to the invention. 


The following is a description on the operation of the method according 
to the first embodiment of the invention in a device according to Fig. 1. 
Let us assume that the user has coupled the operating voltages to the 
user data identification device 2, wherein the control unit 6 of the user 
5 data identification device has taken the necessary initialization steps to 
start up the operation of the user data identification device 2. At this 
point, preferably at least the receiver of the communication means 4 
has been started to receive signals of the local area link 3. In addition, 
the control unit 6 has read data from the identification module 9 and 

10 stored the read data in memory means MEM. If there is only one 
transmission channel available for the local area link 3, the control 
unit 6 of the identification device sets the receiver 4a of the identifica- 
tion device to receive on the channel frequency of this transmission 
channel. However, if the local area link 3 is implemented in such a way 

15 that there are at least two transmission channels allocated for data 
transmission, the identification device 2 preferably performs scanning 
of the transmission channels at intervals, to find out a possible need for 
receiving messages. 

20 At the stage when the user starts up the wireless communication 
device 1 , the control unit 1 1 of the wireless communication device 1 
performs the necessary initialization steps to start up the operation of 
the wireless communication device 1 . In connection with these initiali- 
zation steps, the control unit 1 1 e.g. tries to set up a data transmission 

25 connection via a wireless local area link 3 to the identification device 2. 
The control unit 1 1 generates e.g. an inquiry message or the like, 
whereby the wireless communication device 1 informs the identification 
device 2 about the fact that there is a need in the wireless communica- 
tion device 1 to find out the user data. The control unit 1 1 transmits the 

30 inquiry message to the communication means 5. To transmit the inquiry 
message, the control unit examines, if necessary, if there is a vacant 
transmission channel in the frequency range allocated for transmission 
of messages. When using radio-frequency communication, this can be 
performed preferably in such a way that the control unit 1 1 switches the 

35 receiver 5a to receive at a channel frequency of the transmission chan- 
nel. If a signal transmitted by another device can be detected on the 
channel frequency in question, the control unit can, for example, set the 
receiver to receive at another channel frequency, if possible. If no 


vacant transmission channel can be found, the control unit preferably 
waits for a moment and examines the channel frequencies again. 

At the stage when a vacant transmission channel is found, the control 
5 unit 1 1 transmits an inquiry message in the local area link 3. This is 
performed preferably in the following way. The control unit 11 turns the 
transmitter 5b on, wherein the transmitter is set to transmit on the 
channel frequency of the detected free transmission channel. The 
transmitter 5b takes the necessary modulation steps to generate a 
10 radio signal and to transmit it to the local area link antenna 5c. If neces- 
sary, the signal to be transmitted can contain an initial synchronizing 
part before the actual information part, wherein the receiver 4a of the 
identification device 2 can be set to receive on the correct transmission 
channel before the information part is transmitted. 

15 

The transmitted signal is received in the antenna 4c of the communica- 
tion means of the identification device and transferred to the 
receiver 4a of the communication means 4 of the identification device. 
In the receiver 4a of the communication means 4 of the identification 

20 device, the received radio-frequency signal is demodulated, and the 
inquiry message is transferred via the control and data bus 7 to the 
control unit 6 of the identification device. The control unit 6 of the iden- 
tification device examines the received inquiry message and performs 
the steps required therein. In this case, the inquiry message is a mes- 

25 sage for inquiring the user data, wherein the control unit 6 produces a 
reply message to be transmitted via the local area link 3 to the wireless 
communication device 3. In this message transmission, it is possible to 
apply the procedures presented above in connection with the transmis- 
sion of the inquiry message. The reply message for transmitting the 

30 user data read from the identification module 9 is transferred to the 
transmitter 4b of the communication means 4. If necessary, the control 
unit 6 switches the transmitter 4b on and sets it to transmit on a vacant 
transmission channel. This transmission channel is e.g. the same 
channel on which the inquiry message was transmitted. The transmit- 

35 ter 4b of the communication means 4 modulates the reply message to 
generate a radio-frequency signal and to transmit it to the communica- 
tion means 5 of the wireless communication device 1 . The receiver 5a 
of the communication means 5 demodulates the received radio- 


frequency signal, wherein the reply message can be transferred to the 
control unit 11 to be examined. The control unit 1 1 detects that the 
received message is a reply message received for the user data 
inquiry message, wherein the control unit 1 1 finds out the received user 
data from this reply message. After this, these user data can be used 
for user identification e.g. in wireless communication devices of prior 
art. At this stage, the wireless communication device 1 can e.g. gener- 
ate a notice on a display (not shown) in which the user is requested to 
enter his/her own personal identification number (PIN). 

If the communication resources of the local area link 3 are not available 
for the transmission of the inquiry message {e.g. all the transmission 
channels are busy), it is possible to try retransmission as long as 
resources become available, or e.g. until a possible predetermined 
waiting time expires. Thus, the user of the wireless communication 
device 1 can be informed about failure to examine the user identifica- 
tion data. 

In the case that the identification device 2 is not equipped with an 
identification module 9, the identification device 2 informs about this in 
the reply message to the wireless communication device 1 . Also in such 
a case that the data of the identification module 9 connected to the 
identification device 2 is not readable, this can be reported to the wire- 
less communication device 1 . 

If the user data cannot be read from the identification device 2, it is 
possible to proceed e.g. in the following way. The control unit 1 1 of the 
wireless communication device 1 examines whether the user data 
identification module 9 is connected to the identification module con- 
necting means 14 in the electronic device 1. If the identification 
module 9 is connected, the control unit 1 1 retrieves the user data from 
this identification module 9, after which the operation can proceed in 
the normal way. 

In a situation in which the user data cannot be read from the identifica- 
tion device 2 and the identification module 9 is not connected to the 
identification module connecting means 14 or the data is not readable, 
the control unit 1 1 prevents the use of the wireless communication 
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device 1 1 except for possibly such function in which no user data iden- 
tification is necessary, such as making an emergency call. 

In the above described method, the first step was to examine data 
5 transmitted by the identification device 2 and the next step to examine 
data of the identification module 9 possibly connected to the identifica- 
tion module connecting means 14 in the wireless communication 
device 1 ; however, it is also possible to apply the invention in such a 
way that the first step is to examine the user data by means of the 
10 identification module connecting means 14 of the wireless communica- 
tion device 1. Thus, If no identification module is connected to the con- 
necting means 14, it is examined whether the Identification module 9 is 
connected to the identification device 2, where an attempt is then made 
to retrieve the user data. 

15 

Figure 2 shows a situation in which the user has two wireless commu- 
nication devices 1,1', both of which utilize user data transmitted by the 
user data identification device 2. In Fig. 2, the first wireless communi- 
cation device is indicated with the reference number 1 , and the second 

20 wireless communication device is indicated with the reference num- 
ber 1', accordingly. The wireless communication devices 1, 1' of Fig. 2 
comprise substantially similar blocks, wherein the blocks of the first 
wireless communication device 1 corresponding to those of the second 
wireless communication device 1' are indicated with corresponding 

25 reference numbers. It is obvious that these wireless communication 
devices 1, 1' are not necessarily identical, but for example the first 
wireless communication device 1 can be a mobile station complying 
with the GSM system and the second wireless communication device 1' 
can be e.g. a mobile station complying with the UMTS system, a port- 

30 able computer, etc. The first wireless communication device 1 and the 
second wireless communication device 1' can determine the user data 
contained in the identification module 9 connected to the identification 
device 2 substantially irrespective of each other. In this determination of 
the user data, it is possible to apply the procedure presented in con- 

35 nection with the method according to the first preferred embodiment of 
the invention as described above. If necessary, each wireless commu- 
nication device 1,1' can preferably supplement the inquiry message 
with identification data of the wireless communication device 1,1' that 



transmitted the inquiry message, wherein the identification device 2 
returns this identification data in the reply message. Thus, the wireless 
communication device 1,1' that transmitted the inquiry message exam- 
ines in more detail only such reply messages in which the identification 
5 data matches that defined for the respective wireless communication 
device 1, 1'. In this way, several wireless communication devices 1 can 
be used in connection with the same user data identification device 2 
and the user data can still be checked from each wireless communica- 
tion device 1,1'. 

10 

Using the method of the invention, it is thus possible to implement e.g. 
a function similar to the so-called class A in the GPRS (General Packet 
Radio Service) system, in which the user must have a chance to set up 
a high speed circuit switched data connection and a packet switched 
15 (GPRS) connection simultaneously. Thus, e.g. the first wireless com- 
munication device 1 is a GSM mobile station, in which this high speed 
circuit switched data connection can be implemented, and the second 
wireless communication device 1' is a GSM mobile station in which the 
GPRS connection can be implemented. 

20 

Figures shows a second preferred embodiment of the invention, in 
which the user data identification device 2 is integrated in the wireless 
communication device 1. Thus, the wireless communication device 1 
can find out the user data in a way known as such by means of a user 

25 data identification module 9 connected to the wireless communication 
device 1 . In this embodiment, the second wireless communication 
device 1' can find out the user data from this identification device 2 
arranged in the first wireless communication device 1 . In this embodi- 
ment, in the identification of the user data for the second wireless 

30 communication device 1', it is possible to apply the procedures corre- 
sponding to those presented above in the description of the method 
according to the first preferred embodiment of the invention. Further- 
more, the second wireless communication device 1' can also in this 
embodiment comprise connecting means 14 for connecting the identifi- 

35 cation module 9, wherein the second wireless communication device 1' 
can determine the user data even externally via the local area link 3 or 
internally via the connecting means 14. 


In wireless communication devices 1, 1', in the identification of which 
user data can be performed either internally or externally, preferably 
either alternative can be selected as the default one, or the user can 
first be asked where the user data are to be found out. 

5 

In such embodiments in which the user data identification device 2 
according to the invention is implemented as a separate device, it com- 
prises a power supply of its own (not shown). A user data identification 
device 2 implemented in connection with the wireless communication 
10 device 1 can use the power supply of the wireless communication 
device 1 (not shown). 

Furthermore, the practical implementation of the user data identification 
device 2 can be e.g. a device arranged to be attached to a wrist. Thus 
15 the user wears the identification device 2 on his/her wnst, wherein the 
identification device 2 can be easily carried along. It is obvious that also 
other types of practical solutions are feasible. 

The user data identification device 2 according to the invention can also 
20 be applied to prevent unauthorized use of the wireless communication 
device 1 . This can be achieved in such a way that when started up, the 
wireless communication device 1 examines the user data from the 
identification device 2. If the identification device 2 is out of the operat- 
ing range of the communication means 5 of the local area link of the 
25 wireless communication device 1 , the wireless communication device 1 
receives no reply to the user data reply, wherein the user of the wire- 
less communication device can be prevented. In this embodiment, the 
wireless communication device 1 is provided with at least communica- 
tion means 5 and a control unit 1 1 . In the implementation of the com- 
30 munication means 5 and the control unit 1 1 , it is possible to use also 
possible corresponding functional blocks of the wireless communication 
device 1 . 

The communication means 5 of the wireless communication device 1 , 
35 1* can also be used for other communication, such as e.g. in connection 
with a wireless local area network (WLAN). Thus, in the implementation 
of the message structure, it may be necessary to use various identifica- 
tion methods, whereby the messages to be used for the wireless local 
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area network and for user data identification are distinguished from 
each other. This implementation is applicable for anyone skilled in the 
art on the basis of the above description of the invention, and its more 
detailed discussion is not necessary in this context. 

5 

Furthermore, the invention has the advantage that the wireless com- 
munication device 1 does not necessarily require connecting means 14 
for connecting the identification module 9. Also, in the design of the 
structure of the wireless communication device 1 it is not necessary to 
10 consider the space requirement for these connecting means 14 and the 
identification module 19, wherein the size of the wireless communica- 
tion device 1 can be considerably reduced. 

It is obvious that in practical implementations e.g. the mechanisms for 
15 message transmission be different from the embodiments presented 
above. 

The present invention is not limited solely to the embodiments pre- 
sented above, but it can be modified within the scope of the appended 
20 claims. 


